
Questions & Answers PDF Page 1

https://www.certkillers.net

Palo Alto Networks
PCNSE6 Exam

Palo Alto Networks Certified Network Security Engineer 6

Thank you for Downloading PCNSE6 exam PDF Demo

You can Buy Latest PCNSE6 Full Version Download

https://www.certkillers.net/Exam/PCNSE6



Questions & Answers PDF Page 2

https://www.certkillers.net

Question: 1

Which authentication method can provide role-based administrative access to firewalls running PAN-
OS?

A. LDAP
B. Certificate-based authentication
C. Kerberos
D. RADIUS with Vendor Specific Attributes

Answer: D

Question: 2

HOTSPOT
Assuming that the default antivirus profile is installed, match each decoder with its default action.
Answer options may be used more than once or not at all.
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Answer:
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FTP, SMB – Block HTTP – Block POP3, SMTP – Alert IMAP – Alert

Question: 3
Which three engines are built into the Single-Pass Parallel Processing Architecture? Choose 3
answers

A. Application Identification (App-ID)
B. Group Identification (Group-ID)
C. User Identification (User-ID)
D. Threat Identification (Threat-ID)
E. Content Identification (Content-ID)
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Answer: A,C,E

Explanation:
Reference:
https://www.paloaltonetworks.com/content/dam/paloaltonetworkscom/en_US/assets/pdf/white-
papers/single-pass-parallel-processing-architecture.pdf page 5

Question: 4

HOTSPOT
Within a Zone Protection Profile, under the Reconnaissance Protection tab, there are several possible
values for Action:

Match each Reconnaissance Protection Action to its description. Answer options may be used more
than once or not at all.
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Answer:



Questions & Answers PDF Page 7

https://www.certkillers.net

Allow: Permits the port scan attempts. Alert: Generates an alert for each scan that matches the
threshold within the specified time interval. Block: Drops all traffic from the source to the
destination. Block IP: Drops all traffic for a specific period of time (in seconds). There are two options:
Source: Blocks traffic from the source

Source-and-Destination: Blocks traffic for the source-destination pair
https://live.paloaltonetworks.com/servlet/JiveServlet/previewBody/5078-102-
514892/Understanding_DoS_Protection.pdf

Question: 5
What is a prerequisite for configuring a pair of Palo Alto Networks firewalls in an Active/Passive High
Availability (HA) pair?

A. The peer HA1 IP address must be the same on both firewalls.
B. The management interfaces must be on the same network.
C. The firewalls must have the same set of licenses.
D. The HA interfaces must be directly connected to each other.

Answer: C

Explanation:
Reference:
https://www.paloaltonetworks.com/content/dam/paloaltonetworkscom/en_US/assets/pdf/framem

https://live.paloaltonetworks.com/servlet/JiveServlet/previewBody/5078-102-5­14892/Understanding_DoS_Protection.pdf
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https://live.paloaltonetworks.com/servlet/JiveServlet/previewBody/5078-102-5­14892/Understanding_DoS_Protection.pdf
https://live.paloaltonetworks.com/servlet/JiveServlet/previewBody/5078-102-5­14892/Understanding_DoS_Protection.pdf
https://www.paloaltonetworks.com/content/dam/paloaltonetworks­com/en_US/assets/pdf/framemaker/60/pan-os/pan-os/section_4.pdf
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aker/60/pan-os/pan-os/section_4.pdf page 134
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