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QUESTION 1

This option is available only if change password is enabled

perform self-service password unlockA.
perform self-service password resetB.
perform self-service password reset and unlockC.

Correct Answer: B

Explanation/Reference:

Options can be configured in Password Rules

QUESTION 2

Which provisioning option does not support JIT enabled AD instances?

Profile SyncA.
User SyncB.
Licenses\Roles Management OnlyC.
Universal SyncD.

Correct Answer: D

QUESTION 3

The following statements apply to the Groups in OKTA

Groups can be created natively in OKTA or pushed to directory or applications that support groupsA.
A provisioning group should be created in order to provision users to Active directoryB.
Security policies can be assigned to groupsC.
Group priorities can be set when a single user is part of multiple groups that are assigned to anD.
application

Correct Answer: A,B,C,D
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QUESTION 4

Which statement is true about password reset?

A temporary password can be sent to the OKTA mastered user after resetting the passwordA.
Administrator can reset passwords even for a suspended userB.
When a password is reset, all applications assigned to the user that support Provisioning and areC.
Sync Password enabled are updated with the new password.
A self service option is available for password resetD.

Correct Answer: A,C,D

QUESTION 5

Admins will only receive emails for groups, apps, or users that they have permission to view.

TRUEA.
FALSEB.

Correct Answer: A

QUESTION 6

As part of Password Policy, Self service password unlock can be configured for

Cannot be configured as part of password policyA.
AD mastered usersB.
OKTA mastered usersC.
Both OKTA and Active Directory mastered usersD.

Correct Answer: D

Explanation/Reference:

Available in Password Policy Rules
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QUESTION 7

Which Profiles allow creation of new custom attributes in schema?

Directory profilesA.
Identity Provider profilesB.
OKTA user profilesC.
Application user profileD.

Correct Answer: C

Explanation/Reference:

Adding custom attributes in Application or Directory profiles is to add an attribute from the OKTA
discovered Application or Directory Schema attributes, so basically we cannot create new attribute in
target systems

QUESTION 8

What is the maximum validity period that can be configured for Reset\Unlock recovery emails?

1 monthA.
1 weekB.
15 daysC.
180 daysD.
90 daysE.

Correct Answer: D

Explanation/Reference:

password account recovery options are used in Self Service

QUESTION 9

Which of the following statements are true ?

It is possible to create an OKTA mastered user that has no first and last nameA.
It is not possible to import AD user that has no first and last namesB.
It is not possible to create an OKTA mastered user that has no first and last namesC.
It is possible to import AD user with no first and last names provided both AD and OKTA masteredD.
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user profiles have first and last names marked as optional

Correct Answer: A,D

Explanation/Reference:

AD mastered user profile have first and last names as required by default but can be changed to as
optional provided OKTA mastered user profile first and last names are marked as optional

QUESTION 10

What is the minimum and maximum number of characters a password recovery answer should
contain (security answer)?

8 - 50 charactersA.
1-50 charactersB.
4-50 charactersC.
4-30 charactersD.

Correct Answer: B

Explanation/Reference:

password account recovery options are used in Self Service, usually set to 4 characters by default

QUESTION 11

Can you retry the tasks that failed with the error "Insufficient licensing"?

noA.
yesB.

Correct Answer: B

Explanation/Reference:

After procuring required licenses, the failed task can be retried form Dashboard->Tasks
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QUESTION 12

This option when enabled will not allow browser to remember passwords for the apps

Disable browser password promptsA.
Recommend strong passwords for appsB.
Prompts to save apps to your DashboardC.
prevent web browsers from saving sign-in credentialsD.

Correct Answer: A
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