
Questions & Answers PDF Page 1

https://www.certkillers.net

Certiport
IC3_GS4_LO Exam

Certiport IC3 Living Online Exam

Thank you for Downloading IC3_GS4_LO exam PDF Demo

You can Buy Latest IC3_GS4_LO Full Version Download

https://www.certkillers.net/Exam/IC3_GS4_LO



Questions & Answers PDF Page 2

https://www.certkillers.net

Question: 1

Which of the following are the examples of external hardware?
Each correct answer represents a complete solution. Choose all that apply.

A. Printer
B. Monitor
C. Hard drive
D. Motherboard

Answer: AB

Explanation:
Computer hardware are the physical parts of a computer. Internal hardware devices are hard drives
and motherboards, and external hardware devices are monitors, mice, keyboards, and printers.
Lesson: The Impact of Computing and the Internet on Society
Objective: Identify the risks of using computer hardware an...s and the Internet safely, ethically and
legally

Question: 2

Which of the following are the features of the Internet?
Each correct answer represents a complete solution. Choose all that apply.

A. It is a private, helpful, and self-sustaining facility that can be accessed by only some people to
obtain a variety of information.
B. It is a big source of software that enables a user to download a number of utilities without any
cost.
C. It provides an electronic mail (e-mail) service that has replaced the postal service for short written
transactions.
D. It provides telephony hardware and software that are used to permit the real-time voice
conversations.

Answer: DCB

Explanation:
The most common features of the Internet are described below:
• It provides an electronic mail (e-mail) functionality that has replaced the postal service for
short written transactions.
• It uses Internet telephony hardware and software that are used to permit the real-time voice
conversations.
• It is a major source of information that can be accessed by a user by using Web.
• It is also a source of software and a user can download a number of utilities.
• It has speed up the working process of every sector, such as airlines, education system, BPO,
corporate sectors, and banking.
Answer option A is incorrect. Internet is a public, cooperative, and self-sustaining facility that can be
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accessed by a number of people worldwide to obtain and exchange a variety of information.
Lesson: Using the Internet and the World Wide Web
Objective: Identify information about the Internet, the World Wide Web and Web sites

Question: 3

Which of the following software can be used to protect a computer system from external threats
(viruses, worms, malware, or Trojans) and malicious attacks?
Each correct answer represents a complete solution. Choose all that apply.

A. Antivirus
B. Burp Suite
C. Firewall
D. Employee monitoring software

Answer: AC

Explanation:
Antivirus software is used to prevent, detect, and remove malware, such as computer viruses,
worms, and Trojan horses and to prevent and remove adware, spyware, and other forms of malware.
A firewall is used to protect a network from external attacks by hackers. It prevents direct
communication between computers in the network and the external computers through the
Internet. Instead, all communication is done through a proxy server outside the organization's
network, which decides whether or not it is safe to let a file pass through.
Answer option D is incorrect. Employee monitoring software is a means of employee monitoring,
and allows company administrators to monitor and supervise all their employee computers from a
central location. It is normally deployed over a business network and allows for easy centralized log
viewing via one central networked PC. Some examples of these software are Activity Monitor,
Imonitor Employee Activity Monitor, Chily Employee Activity Monitor, Guardian Monitor
Professional, etc.
Answer option B is incorrect. A Burp Suite is a Java application for attacking the web applications.
This tool includes a proxy server, a spider, an intruder, and a repeater (to automate requests).
Lesson: The Impact of Computing and the Internet on Society
Objective: Identify the risks of using computer hardware an...s and the Internet safely, ethically and
legally

Question: 4

Which of the following connectors are used with coaxial cables?
Each correct answer represents a complete solution. Choose all that apply.

A. SC
B. N
C. R P-TNC
D. SMA

Answer: BCD
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Explanation:
The following connectors are used with coaxial cables:
• R P-TNC (Reverse-Polarity-Threaded Neil Concelman)
• N
• SMA (Subminiature version A)
Answer option A is incorrect. The following connectors are used with fiber optic cables:
• SC
• ST
• MT-RJ connector
Lesson: Communication Networks and the Internet
Objective: Identify network fundamentals and the benefits and risks of network computing

Question: 5

Which of the following policies defines the acceptable methods of remotely connecting a system to
the internal network?

A. User account policy
B. Computer security policy
C. Network security policy
D. Remote access policy

Answer: D

Explanation:
Remote access policy is a document, which outlines and defines acceptable methods of remotely
connecting to the internal network. It is essential in large organization where networks are
geographically dispersed and extend into insecure network locations such as public networks or
unmanaged home networks. It should cover all available methods to remotely access internal
resources, which are as follows:
• dial-in (SLIP, PPP)
• ISDN/Frame Relay
• telnet access from Internet
• Cable modem
Answer option C is incorrect. A network security policy is a generic document that outlines rules for
computer network access. It also determines how policies are enforced and lays out some of the
basic architecture of the company security/ network security environment. The document itself is
usually several pages long and written by a committee. It is a very complex document, meant to
govern data access, Web-browsing habits, use of passwords and encryption, email attachments and
more. It specifies these rules for individuals or groups of individuals throughout the company.
Security policy should keep the malicious users out and also exert control over potential risky users
within the organization.
Answer option B is incorrect. A computer security policy defines the goals and elements of the
computer systems of an organization. The definition can be highly formal or informal. Security
policies are enforced by organizational policies or security mechanisms. A technical implementation
defines whether a computer system is secure or un-secure. These formal policy models can be
categorized into the core security principles, which are as follows:
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• Confidentiality
• Integrity
• Availability
Answer option A is incorrect. The User Account Policy is a type of document, which focuses on the
requirements for requesting and maintaining an account on computer systems or networks within an
organization. This document is very important for large sites where users typically have accounts on
many systems. Some sites have users read and sign an Account Policy as part of the account request
process.
Lesson: Communication Networks and the Internet
Objective: Identify network fundamentals and the benefits and risks of network computing
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