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Question: 1

You art deploying Cleat Pass Policy Manager with Guest functionality for a customer with multiple
Aruba Networks Mobility Controllers. The customer wants to avoid SSL errors during guest access but
due to company security policy cannot use a wildcard certificate on ClearPass or the Controllers.
What is the most efficient way to configure the customer's guest solution? (Select two.)

A. Install the same public certificate on all Controllers with the common name "controller.{company
domain)

B. Build multiple Web Login pages with vendor settings configured for each controller

C. Build one Web Login page with vendor settings for captiveportal-controller (company domain)

D. Build one Web Login page with vendor settings for controller (company domain)

E. Install multiple public certificates with a different Common Name on each controller

Answer: DE

Question: 2

Refer to the exhibit.

Fangguiest Do tails L
S ey Fginat kgt
Error Code: 215
Error Category Authentcation falure
Error Message TLS s&$5i0n &rror
Alerts for this Reqguest
RADIUS EAP-TLS: fatal alert by chent Jriknown_ ca
TLS Handshake failled in SSL_read with error: 140944 18: 5510 routines: 3313 _read_bytes:tsvl alert
JNEnown Ca
eap-ts: Ervor in establishung TLS e
M 4 Showing 1 of 1-20 records » » Show Configus stion m Show Logs Closn

|

A customer has configured Onboard in a cluster with two nodes. All devices were onboarded in the
network through nodel but those clients fail to authenticate through node2 with the error shown
What steps would you suggest to make provisioning and authentication work across the entire
cluster? (Select three)
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A. Configure the Network Settings in Onboard to trust the Policy Manager EAP certificate.

B. Have all of the BYOO clients disconnect and reconnect to the network.

C. Configure the Onboard Root CA to trust the Policy Manager EAP certificate root.

D. Make sure that the EAP certificates on both nodes are issued by one common root Certificate
Authority (CA).

Answer: BCD

Question: 3

Refer to the exhibit.

Customize Self-Registration

Enabled: | Enable guest login to a Network Access Server

. Aruba Networks
Vendor Settings

Controlier-initiated — Guest browser performs HTTP form submit

Logn Method
drasa securelogin.arubanetveorks.com

Secure login using HTTFS
ecure Login e Mmoo

The controller will send the 1P to submit credentials

Dynamic Address:

Do not check - login will alvways be permitted
Securty Hash t P § t .

Default Destination

fault URL:

] Force default destination for all chents

-‘ Save Changes I;" Save and Continue

A customer with multiple Aruba Controllers has just installed a new certificate for
"' customerdomain.com- on all Aruba Controllers While testing the existing guest Self-Registration
page the customer noticed that the logins are failing While troubleshooting they are finding no
entries in the Event Viewer or Access Tracker for the tests Suspecting that the Aruba Controllers may
not be properly posting the credentials from the guest browser, they open the NAS Vendor Settings
for the Guest Self-Registration Page.

warmde Destnation

A. Add PTR records on the DNS server for "securelogin arubanetworks.com".
B. Change the "Secure Login' field to "Use Vendor Default".

C. Change the 'IP Address field to" securelogin.customerdomain.com

D. Change the "IP Address field to "captiveportal-login.customerdomain.com".

Answer: D

https://www.certkillers.net




Questions & Answers PDF Page 4

Question: 4

Refer to the exhibit.

Services - Health-Check

Summary Service Roles m

Jse Cached Results

Enforcemant Pol T3 Onguard ] Add New Enforcament Pol
Enforcement Policy Details

Description

Default Profile [Aruba0s wirele @ssion)]

onthm: first-applicable

Enforcement Profiles

1 (Tips: Posture HEALTH ) T4-Healthy, [ArubaOS Wireless - Terminate

0S5 Wireless - Terminate S

2 (Tips:Posture JUARANTINE (20)) T-4-Unhealthy, [Ar

Posture Policies - Windows

Summary Paolicy Iﬂmimﬂ Rules

Plugin Configuration Status

€ Claa s Windows Universal Sy

Windows System Health Validator Configure | | View
windows Security Health Validator Conflgure ] View |

Posture Policies - Windows

Summary Policy Posture Plugins m

Algorithm:  First applicable

Rules Evaluation

Conditions Posture Token

SHV checks - learPass Windows Universal System Health Validator HEALTHY

2. Fails one or more SHY checks learPass Windows Universal System Health vakdator QUARANTINE
Add R Move Up ! | | Move Down | | | EditRule | | Remove Ruls
Request Detalls o

Login Status

ession |dentifier
Date and Tima ST
End-Host 1dentifier 7cScfBcb1fob

hoaudddinkins 7eScfBebfob

A vice IP/Port

System Posture Statu

Paolicies Used -

Service Health-C
Authentication Method Not applicable
Authentication Source

Authorization Source

Roles

Enforcement Profiles [Aruba0s Wireles

wtor Mo Disabled

Service

14 4 Showing 6 of 1-173 records » o1 LRI Show Configuration Jll Export Jll Show Logs [l Close ]

Health Status: Collecting health information

Cornection Detals  [iagnostics  Settngs

u” Health Status: Not Known Ty

INFO:Rusponse processed

Heakh Check faded. livald or Enpty response
recened from server
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What could be causing the error message received on the OnGuard client?

A. The Service Selection Rules for the service are not configured correctly

B. The Health-Check service does not have Posture Compliance option enabled

C. The client's OnGuard Agent has not been configured with the correct Policy Manager Zone.
D. There is a firewall policy not allowing the OnGuard Agent to connect to ClearPass

Answer: A

Question: 5

Refer to the exhibit.

aruvba
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Summary  Input  Output

Errar Code 204

Error Category: Authentication falure

Error Message: Faled to clasedfy request to service
Alerts for this Request

WebAuthService ServiceClassdication faled {No service matched)

ervices » Edit - ACCH Guest Access

Services - ACCX Guest Access

m Service  Authenbication  Roles Enforcement

Service:

Namae! ACCK Guest Access

Descoriphion To suthenticate guest users lagging i via captive portal. Guests must re-authenticste after their session ends
Tipe RADIUS Enforcement { Ganenc )

Status: Enabled

Momitor Mode Dissbled

More Options

Match ALL of the following conditions

Operato

1. | Radius IETF Calling-Station-1d EXISTS
2. | Connection Client-Mac-Address NOT_EQUALS *%{Radius:IETF:User-Name}
3 Radws Aruba Aruba-Esnd-Name EQUALS gueast-labtest
Authentication:
Authentication Methods: 1. [PAP]
2. [MsCHAP)
3, [CHAP)

Authentication Sources: [Guest User Repository)
Stnp Username Rules

Service Certificate

Roles:

Role Mapping Policy) [Guest Roles]

Enforcement:

Use Cached Results: Crsabled

Enforcement Policy! Accx Guest Access Enforcement Policy

Home = Configuration » Pa = Web Logns

Web Login (ACCX_LabTest)

Use this form to make ¢changes to the Web Login ACCX_LabTest
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Web Login (ACCX_LabTest)

15 form to make changes to the Web Login ACCX_LabTest

o ACCK LobTes
Name

ter & name for this web login page

ACCK_TestPage

Page Name: Ie
gin will be accesmble from Juest/page _name.phg
Description:
* Vendor Settings: Aniba Networks
elect & predafined group of setting tabile for standard networs
Controller-initiated — Guest browser performs HTTP form submit “
Login Method alect the use . .y o
tated logins require the user's MAC address te be available, usually from the captive tal re
* address isecurelogin. arubanetworks.com
SR Enter the address trame of the vandor’s 4t here
Secure Login; Use vendor default
Page Redirect
ghions for specifnng parsmeters passed in the el redirect
Do not check - login wall always be permitted
Secunty Hash: Salect the level to apply J paramieters paidsd to the we q
an to detect when URL parameters have besn modified by the user, for example their MAC address
Login Form
oot ihe bekay and tent of the log
| Credentials - Require & username and password ~
------ authenticat equIramernt
Authentication: e requre
L ank f L] 5 just the (e 1 0 fad s @ awnt " it
1 i age nitte
hooe de and & Wit aduire the @ unt to have the Usernanr huthenticat
[0 enable bypassing the Apple Captive Network Assistant
Prevent TNA:  The e Captive Network Assistant (O the pog i han § 9 & network that yotive |
eu that this opt e ¢ work with all wendors, depending on how the captive ports) i imalemente
1 Y b
Custom Form: .l— Prowde a custom login form
f ted, you must oly your own HTM gin £ the Heade ter HTM
Custom Labals [0 override the default labels and error messages
- - et ple le VoL e abile to alter labe and B P sges for the el '
* pre-Auth Check: | App Authenbcabon — check using Aruba Application Authentication -
O Reguwe a Terms and Condibions confirmation
Terms
> If chacked, the user e ed to & ot & Terms and Conditions
[J enable bypassing the Apple Captive Network Assistant
Prevent CNA: The Acole Cantive Network Assistant (CN ¢ Dot — ’ " !
) " Jepending on how the Captive port nolemented
Custom Form O prowde a custom login form
If selected, you must supply your own MTML lagin f the Heade Footar HTML sres

Custom Labels: [0 oOvernde the default labels and error messages

& abla to sller labe and e ewsages for tF et bagin f

' A - A -
* pre-Auth Chack .l\ppl umﬂ:mcatmn chack .usmg J'.rulln. pplication Authentication

T | be checked before |

[J Require a Terms and Conditions confirmation

hecked, the user will be forced to accept a Terms and it

Terms

A year ago. your customer deployed an Aruba ClearPass Policy Manager Server for a Guest SSID
hosted in an IAP Cluster The customer just created a new Web Login Page for the Guest SSiD Even
though the previous Web Login page worked test with the new Web Login Page are failing and the
customer has forwarded you the above screenshots.

What recommendation would you give the customer to fix the issue?
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A. The customer should reset the password for the username accxCdlexam.com using Guest Manage
Accounts.

B. The service type configured is not correct. The Guest authentication should be an Application
authentication type of service.

C. The Address filed under the WebLogin Vendor settings is not configured correctly. It should be set
to instant, Aruba networks com,

D. The WebLogin Pre-Auth Check is set to Aruba Application Authentication which requires a
separate application service on the policy manager

Answer: C
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