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Question: 1

Which licenses are included in the built-in starter kit for ClearPass?

A. 10 ClearPass Guest licenses,10 ClearPass OnGuard licenses and 10 ClearPass Onboard licenses
B. 10 ClearPass Enterprise licenses

C. 25 ClearPass Policy Manager licenses

D. 25 ClearPass Profiler licenses

E. 25 ClearPass Enterprise licenses

Answer: E

Question: 2

What happens when a client successfully authenticates but does not match any Enforcement Policy
rules?

A. no role is applied to the device

B. logon profile is applied to the device
C. default Enforcement profile is applied
D. guest rule is applied to the device

E. default rule is applied to the device

Answer: C

The first time a device connects, it's allowed on in a limited state (session timeout is a low value and
DHCP is allowed) because it doesn't match any Enforcement policy rules based on Endpoint
Category. The default enforcement profile is used.

References:

Question: 3

When Active Directory is added as an authentication source, what should the format be for the
Active Directory bin DN?

A. admin.domain.com
B. domain.com\admin
C. domain.com

D. admin@domain.com
E. admin\domain.com

Answer: D
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For Active Directory, the bind DN can also be in the administrator@domain format (for
example,administrator@acme.com).
Referencehttp://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/C
PPM_UserGuide/Auth/AuthSource_GenericLDAP.htm

Question: 4

Configuration » Authentication » Sources » Add - remotelab AD
Authentication Sources - remotelab AD

Summary General Primary w
SPEEH:; Configure Fliter

1AL

Configuration Attributes Browse Filter
- S S

Filter Name: Authentication
Filter Query: (&(sAMAccountName=¥{Authentication:Username[iobjectClasswuser)

Name Alias Name Data type Enabled #
1./dn UserDN String -
2. department Department String
3. title Title String Attribute

iil 4, company company String

Refer to the exhibit. A user has enabled ‘department’ and ‘memberOf’ as roles.
What is the direct effect of the user’s action?

A. The user’s authentication will be rejected if the user does not have an admin user group
membership in AD.

B. The user’s memberOf attribute is sent back to the controller as a firewall role.

C. The user’s department and group membership will be seen in the Access tracker roles section.

D. The user’s authentication will be rejected if the user does nothave a department attribute in AD.

E. The user’s department is sent back to the controller as a firewall role.

Answer: A

Question: 5

When enforcement action is used in ClearPass to bounce a client?

A. Webpage redirect
B. ACL
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C. VLAN attribute
D. RADIUS VSA
E. RADIUS CoA

Answer: E

In the Profiler tab, change the RADIUS CoA Action to "[Cisco - Bounce-Host-Port]". Make sure your
switch is configured for this.
Referencehttp://community.arubanetworks.com/t5/Security/MAC-Auth-Service-for-AP-s-Printers-
Etc/td-p/243252

Question: 6

Service Rule

( (Radius:IETF:NAS-Port-Type EQUALS Ethernet (15))

AND (Radius:1ETF:Service-Type BELONGS_TO Login-User (1), Framed-
: . User (2), Authenticate-Only (8)) )
[Configuration>>Services>>Reorder  »nb (Connection:Protocol EQUALS RADIUS)

Reorder Services

-
-
-

Nam -

1 [Policy Manager Admin Nefys =
Service] PEILg scrvicerule ] I
2 pod8wired i ar E; (();aldliulslzéﬂ?:NAS-Port-Type BELONGS_TO Ethernet (15), Wireless- :

- 4
3 podf-mac auth @ m mm = = = T/ AND (Radius: [ETF:Service-Type BELONGS_TO Login-User (1), Call- |
4 podBwireless h Check (10)) i
Ene o ;'w AND (Connection:Client-Mac-Address EQUALS %{Radius:1ETF:User- I
e Il Name}))

S >« J| AND (Connection:Protocol EQUALS RADIUS) :

ervice Rule
( (Radius:1IETF:NAS-Port-Type EQUALS Wireless-802.11 (19))

AND (Radius:IETF:Service-Type BELONGS_TO Login-User (1), Framed-
User (2), Authenticate-Only (8))

AND (Radius:Aruba:Aruba-Location-1d EXISTS )
AND (Radius:Aruba:Aruba-Essid-Name EXISTS ))

Refer to the exhibit. A user connects to an Aruba Access Point wireless SSID named “secure-
corporate” and performs an 802.1X authentication with ClearPass as the authentication server.
Based on this service configuration, which service will be triggered?

A. pod8-mac auth

B. Noservice will be triggered

C. pod8wireless

D. [Policy Manager Admin Network Service]
E. pod8wired
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Answer: A
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