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Answer: D

QUESTION: 48
Which log file would be useful in verifying whether or not a particular security test was
executed during a test?

A. Scan log

B. Update log
C. Security log
D. AppScan log

Answer: B

QUESTION: 49
A user has recorded a login. AppScan is still reporting an out-of-session error during testing.
What should the user check to correct the issue?

A. That the login sequence was not recorded via HTTPS

B. That the in-session detection pattern has been identified correctly

C. That the application server has been identified in the environmental settings
D. That the JavaScript Execution option has been enabled in scan configuration

Answer: D

QUESTION: 50
Which two login methods allows you to create a login sequence?

A. None

B. Prompt

C. Recorded

D. Multi-step
E. Automatic

Answer: B, C

QUESTION: 51
In the Login Management view, what does the following icon indicate?
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A. Alogin has been recorded.

B. In-session detection is active.

C. Valid credentials have been provided for automatic login.

D. IBM Security AppScan Standard Edition has been set to prompt for all future
authentication.

Answer: B
Reference:

http://pic.dhe.ibm.com/infocenter/apsshelp/v8r8m0/index.jsp?topic=%2Fcom.ib
m.help.common.infocenter.aps%2Ft_LoginManagementSettings008.html

QUESTION: 52
The starting URL is: http://www.mysite.com/myfolder/index.aspx. You want to restrict the
scan to the folder: http ://www.mysite.com/myfolder/. How should you configure the scan?

A. 1.Add an Exclude item with path http://www.mysite.com/myfolder/

2.Add an Exception item below the Exclude item, with the path of the folder to be scanned:
http://www.mysite.com/

B. 1.Add an Exception item with path http://www.mysite.com/myfolder/

2.Add an Exclude item below the Exclude item, with the path of the folder to be scanned:
http://www.mysite.com

C. 1.Add an Exclude item with path http://www.mysite.com/

2.Add an Exception item below the Exclude item, with the path of the folder to be
canned:http://www.mysite.com/myfolder/

D. 1.Add an Exception item with path http://www.mysite.com/

2.Add an Exclude item below the Exclude item, with the path of the folder to be
scanned:http://www.mysite.com/myfolder/

Answer: B

QUESTION: 53
Which statement is true about URL settings in Automatic Form Fill?

A. If a URL is not provided for a value, this value will not be used.

B. If a URL is provided for a value, this value will be used only for parameters in this URL.
C. If a URL is not provided for a value, this value will be used only if match type is Complete.
D. If a URL is provided for a value, this value will be used only for parameters in this URL
and if match type is Complete.
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http:http://www.mysite.com
http:http://www.mysite.com
http:http://www.mysite.com
http://www.mysite.com/myfolder
http:http://www.mysite.com
http://www.mysite.com/myfolder
www.mysite.com/myfolder
http://www.mysite.com/myfolder/index.aspx
http://pic.dhe.ibm.com/infocenter/apsshelp/v8r8m0/index.jsp?topic=%2Fcom.ib

Answer: B

QUESTION: 54
What is HTTP Authentication?

A. A way of authenticating users using headers

B. Transport level authentication using certificates

C. A way of authenticating users using a html form

D. The process of verifying HTTP responses for security issues

Answer: B

QUESTION: 55
What is Multiphase Scanning?

A. During a full scan, additional content discovered during the scan is scanned.

B. During an exploratory scan, additional content discovered during the scan is scanned.

C. Tests are performed at the same time, from different threads, to identify race conditions.

D. Each test is performed in all three phases: before log on. while the user is logged on. and
aftera log out.

Answer: A

Reference:
http://pic.dhe.ibm.com/infocenter/apsshelp/v8r8m0/index.jsp?topic=%2Fcom.ib
m.help.common.infocenter.aps%2Fr_TestTestOptions079.html
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