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Backup log automatically when full
This policy setting controls Event Log behavior when the log file reaches its
maximum size and takes effect only if the Retain old events policy setting is
enabled. If you enable this policy setting and the Retain old events policy setting is
enabled, the Event Log file is automatically closed and renamed when it is full. A
new file is then started. If you disable this policy setting and the Retain old events
policy setting is enabled, new events are discarded and the old events are retained.
When this policy setting is not configured and the Retain old events policy setting is
enabled, new events are discarded and the old events are retained.
Possible values:

Enabled

Disabled

Not Configured
Normally you need RETAIN OLD EVENTS enabled also But this is already set in
the default domain policy per the exhibit for the testlet

QUESTION: 32

You need to recommend a solution that meets the following requirements:

- Log access to all shared folders on TT-FILEO2.

- Minimize administrative effort.

- Ensure that further administrative action is not required when new shared folders
are added to TT-FILEO2.

Which actions should you perform in sequence?

To answer, move the appropriate actions from the list of actions to the answer area
and arrange them in the correct order. (Use only actions that apply.)

tailspinl (exhibit):
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Taslspin Toys

Scenario

General Blackground

You are the Windows: sener administrator for Tailspim Toys. Tailapin Tows has a main ofice and = manwiactenng ofice.
;ﬁﬂ;pin Toys recenthy accuired Wingtip Toys and is inthe baginnang stages of meming the IT emironments. VWingtip Toys hat

Technical Backgroundthe companies usa the nelwork subnets indicated in the fallowing table

|__Company Subnet

| Talipin Toys Mgn qffice 1910, 19.0/34
Taispin Toys Manufsctunng: offica 10.£.2.0/24
whngtip Tays Main office 172.16.10.0/24
wingtip Toys Sales office 192.168.1.0/24

The Tailspin Teys netwark and the 'Wingls Toys network are connected by 3 point-io-point
dadicatad 45 Mbps cincuit that terminatas: in the main ofices

The curremt Tailspin Toys server lopology is shown in Ahe following table.

| TT-DCo 18, 50 1810 Demann cortrolied, DS berese | Werslow i Sacved 2008 B2 Shenderd Cordty ali-ridmgratod DS rsne
LT 150181 Domaen (ordrofier, WS sereer | Windows Servel DO0S B Stendard | Oy C-riegrated DS fane
TT=wg] 14,10 19 30 Cortila ghion suthonty (4D CF) | wasdow) Servr S008 B3 Endsrpris
| L TT-PANTEE 20101831 Prit erver, file perver Wirdgws Berver D000 B SEandard
1T-DC03 205180 Do flar, [AIS Gerolr | Wirdderd Tabrvir D000 B2 Srandard Cindy AD=rigr sbasd NG, fanai
| | TT=DC04 20.5.1.21 (=t flad, DMIS sarwiee | Windiws Sarver D008 B2 Stendard Cordy AD-riiegrated DAS. saned
| IT-HESTES 10.00.10.30 | Hyper-Y hot for deveiopers | wWandows Server D008 &7 Enterprise | Hosts devsopment it
| [ TT-FRE0L 105010 40 Filn server Wendgws Server P00E BT Shandard
T1-FILEOR 20, 101850 Vie weryer Whnaligwy Serer TO08 Ttaraled

The Tailspin Toys emaronment has the folkowing charactenstics:

- All servers are joined to the tailspmtoys com domain.

- In the Defaut Domamn Policy, the Retain ofd events Group Paolicy setiing is anabled

- An Active Direclory securty group named “Windows system administrators” is used to control all files and folders on TT-PRIE
= A Tailspin Tays administaator named Marc has been delegated rights to multiple crganizational usts (OUs) and object in the
tails pintays. com domann,

- Taslapin Toys developers wse Hyper-V wiual machings (VM=) for dewlopment. There are 21 development WM s named TT-DEY
through TT-DEV20.

tailspin2 (exhibit):
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Wingtip Toys
The current Wingtip Toys senver lopalogy 15 shown in the followeng tabie

1P sddruiy
WT -l ATE G0 30,30 | Domaen conrpler, DM serve | vewncgws Sereer fool i Brasdend | Oniy ag-avageated Cevl sonen
WT-DCO 4T3 18 10,01 Domaen ¢ , DNS perver B Sereer J00H B3 Gtaadand Ordy adewtagrated (G fonet
W - AP0l AT 14 10.30 wirdews Secver 2008 B2 Interpnis
WT-PEINTOL 1718 1831 Bl e Vawradiwi haeeer 3051 Llatdad «id S Bl-Eal BAAT dfrebil
WT-DCOn 03 16 1. 00 | Domaen die, DN ilrvi | vewdtes Saeo 2008 B3 Graadand | Only adeevigrated Covi Sonei
W =DCOH %3 188110 Domaer continkes, DAL jerve | vardoed Sevesr JO0E B2 G sadad Gty Al-wiac ated [y poned

All sarvers in fhe Wingbip Toys emaronment are poined to the wingtiploys.com domain.
Infrastruciure Serdces
You must ensure that the folowing infrastructure senices requirerments are met:

- All domain zones must be stored as Actve Directony-integrated zones.

- Ondly ONS servers located in the Tailspin Toys main ofice may co mmunicate with DS senvers &t Wingtip Toys
- Onlly DNS senars Incated in the Winglip Toys main afize may communicate with [MS saners st Tailspin Toys,
= All tailspi mays com resouces must be resobed from the Wingthp Toys offices.

= All wingtiptoys com resources must be resobved from the Tailspin Toys offices

- Cenificales mus! be distituled aulomatically Lo all Tailspin Toys and YWinglip Toys compulens

Delegated Administration
You must ensure that the folowing delegated admimstration requiraments are met:

- Tadepin Toye IT securdy sdminstrafors must ba ablo to croate, modiy, and delote sear objects in the wangliptove com doman
- Members: of the Domain Admins group in the tadspintoys. com domain must have ful access to the wingliptoys.com Actve Du
- A delegation policy must grant minemum access rights and simplify the process of delegating nghts

- Minimum permissions must always be delegated to ensure that the lkast privilege is granted for @ job or task.

- Mambers of the TAILSPINTOYSHelpdesk group must be able to update drivers and add pranter ports oo TT-PRINTO1.

- Membere: of the TAILSPINTOY S\Helpdesk group must not b2 able to cancel a prnt job on TT- PRINTOT.

- Tadlspin Toys developers must be able to start, stop, ard apply snapshals to their development Vids.

IT Secunty
You must ensure that the folowing IT secunty re quirements are med:

- Senver seecunty must be sutomated to ensure that newdy deployed seners automatizally have the same secwity configuration
- Auditing must be configured to ensure that the dedetion of user objects and OUs is logged.

= Mecrosolt Word and Microsoft Exced files must be automatically encrypted when upioaded to the Confidential document libeary
Microsol SharePoint site,

- Multifactor authertication must cortral a=cess to Tailspn Toys daman controlfars,

- All file and foldesr auditing mwst capture the reason for sccess.

- All folgar zuditimg must capture all delete actions for 2l axisting fodders and newly ceated fiolders

- Mewv evenits must be written to the Secunty event log in the tadspintoys.com domain and retaned indefinstaly.

- Dirmwe v on TT-FILEDT must be encrypled by using Wiedowrs BaLockar Dive Encryption and mus! automatically unlock

Build List and Reorder:

Didadad List Tirla Asswiai Thioloes Tl

A Upgraca TT-FLEDZ (0 Wirsduas

- Esarvi 2008 F2 Stand ail.

ald thia Mebwork Palcy and Access

‘Eardca o mala 1o TT-FILED,

sadd thie connaction ianaga

saima ristraton kil $asum an

[TT-FLED

Fioen TT-FLEDZ, creato @ fiw

Foumnetea | |G map Puf ey abjest [GROH named
Lag

<< Wam
]

(e plirm vl g plic st Conr |

e i i in 1hea Log Group Palicy
ohjuct (EPOY

:npunu.amn Audi Palicy
anfural kan 5 eltings in the Log
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Answer:

Upgrada TT-FILEI2 1o Wind ows Sa e 2008 R2
Stansdard

From TT-FILEQ2, creale = mew Group Polcy
chject (P00 names Log.

Implesnant & dvancad Audi Poley Cordguration
saltings in tha Log Group Pelicy siqect (EP0

Explanation:

g e F1-FILEOT 1 wesioni Serves 2330 BT
Elarederd J
il thes Fml et Bl 7 and srcem S ez e e From TT-FILE O, creal e & rew Gman Pokcy
o W T-FILEDG Bt (R named Lo
T ——— | [t iarose skt P Castgmie xl
feamgrs on T T -FREES 1 U e L] AP Puldy GO | RO —
| #

Impdarars aspicaton caniml peices n e Log
Groesg Pekcy abject (PO

e

QUESTION: 33

You need to recommend a solution to meet the following requirements:

- Meet the company auditing requirements.

- Ensure that further administrative action is not required when new folders are
added to the file server.

What should you recommend? (Choose all that apply.)

tailspinl (exhibit):
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Tallspin Toys

Erenario

Gareral Background

“ou are the Windows server administrator for Tailspin Toys. Tailspin Toys has & main ofice and & manufacturing office.

Tail zpin Tays recently acguired Wingig Tays and ia in the beginning stages of merging the T ermronments. Winglig Toys ka:
office.

Tachnical Backaroundthe comganies use the nebwork subnets indicated in the following tabde.

[ Company i Subinet
Tailspn Toys Plain office 10.10.10.0/2%
Tailspin Toys Manufac turing office 10,5 1,0/24
Wingtip Toys Main office L7216 10.0/2%
Whngtip Toys Sales office 192,168 1.0/34

The Tailspin Toys netwark and the Wingtip Toys natwork ars connactad bey 3 pranl-to-point
dedicatad 45 Mbgs circuil that ferminates in the main afices.

The -currert Tailspin Toys serer topology is shown in the following tabls.

=%
TT-GCln 10,10, 30.10 Chowmar. © . CMS smrywe | Vewsdows Server TO08 P2 Steedand | Oriy AD-anbsgrabesd DS soras
| TT-Bied 10,18 1811 Dty cantinled, DUS afvsd | Witsliwi Biivie J000 B Standird | Oy AD-anbageatid DNY Sird
JJT-kPROL | 1001010 20 Cornic abon sathanty (b C8 Wirndows Sarvir J008 B2 Entepnss
[TT-Pwtel | 10.10.10.91 Prnk parver, filn server Wirsdows Server J008 B Btandan
TT-C0F i0.8.1.30 Ditwmdiris controlier, DME Dol Wiwsdtel Seirvir J000 B Srasden Oy AD-aitbgratiaed DNE Sordd
TT-DC0e 105100 Diowmaens controlier, DNS server | Wiesdows Server 2008 B2 Standand | Ordy AD-nbegrated DNS sores
TT-HOSTOE 10.10.10. 30 Hipart hont e devisispan ey Sarvar SO00 B Entep ety dpwsispmant Wiy
TT-FILEDL 101510 &0 Fil vl Wiwslowi S J008 A2 Sardand
TT-FLE0R 10,10 10 B Fila vorver Mo Sewrvar HI0R Sendard

The Tailspin Toys emirenmeant has the following characteristics:

- All menvers are joned bo the tailspintoys. o om domain.

- In the Defaul Domain Pelicy, the Retain old events Group Policy seting is enalbled.

- An Active Directory sescuriy group namad "Windows sysiem administrators™ is used to control 3l files and foldars on TT-PRIF
- A Tailapin Toys administrator named Marc has been delegated nghta to mmultiple srganizational units (0Us) and obgact in the
tailspimoys.com domain.

- Tailspin Tays davelopars usa Hypar-\ virtual machines (WVs) for developmant. Thare are 20 devalopmant WVIs named TT-DIEY
thraugh TT-DEVH.

tailspin2 (exhibit):
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Winglig Tays

The curent Wingthp Tays server topalogy 15 shawm in {he following 1abls

e = T —
0.1 Ceommiaier Conitrolel, DS jorver wiraites Server 20D B2 Srendiard
vl PD0E B2 Stancard
ryer TDDE BY Enferprae

£ integrated DS sonas

[ 3 | Dommasn controber, DMS server | niegrated DS rones |
WT = APPOL
[WT-anT i st wid
— - -
e

-2

WT -Dae

S lrver | Wndows

All =ervars in the Wingtip Toys erdronment are joined to the wingtiptoys. com domain

Infrasstruciure Sericas
You must ensures that the following infrastructure serices requirsmans sre mets

- All domain zones must be stored as Active Direclorg-integraled zones

- Only ONS servars located im the Tailzpin Toys main office may commuanicate with DS servers st Wingtip Toy's.
- Only DS servars located i tha Winglie Toys main affics may communicats vath DMS servers at Tailspn Toys
- All tailapintoys com regources mu=st be resoked from the YWinglip Toys affices

= All wingtiptoys com raspurces must be resobesd from the Tailsgin Toys ofices.

- Cartificates must ba distibutad awtomatically to all Tailspin Toys @nd Winglip Toys computers

Celegated Administration
You must engure thal the following delegeiad ad ministration requirsmans are meat

- Tailspn Toys IT securdy admimsirstors must be able 1o create, madiy, and delate user ohyects in the winghptoys com darman
- Members of the: Domain Adrmins group in the tailspimoys. com domain must have full access to the wingliptoys cam Active Di
= A delsgation padicy must grant minimum Bccess rights and simplify the process of delsgating rights.

- Mimimum: parmi ssions musi always be delegated to @nsure that the least prvilegs s grantad for a job or task

- Members af the TAILSPINTOYS\Helpdesk group must be able to update drivers and add printer ports om TT-PRINTI

- Members of the TAILSFINTOY S \H elpdesk group must not be able 1o cancel 8 pint job on TT- PRINTO.

- Tailspin Toys davelopers must be able to start. stop. and apply smapshots to their devalopmaent VTWs

IT Securine
You musl engure thal the follmsng | T security requirameants are met

- Sarvar seecurity must be automated to ensure that newly deployed sarvers automatically have tha sama security corfiguration
- Auditing must e configured 1o ensure that the deletion of user objects and OLs is logged
- MWicrosoft Ward and Microseft Excel files must be automatically sncrypied when uploaded to the Confidential document library

Microsoft SharaPoint site

- Mushifactor authentication mast control access to Tailspin Toys domain controllers

- All file and folder auditing must capturs the regson for access.

- All Falder suddimg must captura all dalate sctions for all exizting foldars and newhy erastad Folders

- hlesw events must be witlen to the Securily event log in the tailspimoys com domain and retained indefinmely

- Drive &y on TT-FILEQT must. b= encrypted by using Windows BitLocker Drive Encryption and must automatically unlock.

A. Enable the Audit File System Group Policy setting for Success.
B. Enable the Audit object access Group Policy setting for Success.

C. Enable the Audit File System Group Policy setting for Failure.

D. Enable the Audit Handle Manipulation Group Policy setting for Success.

E. Enable the File system option of the Global Object Access Auditing Group
Policy setting.

F. Enable the Audit Handle Manipulation Group Policy setting for Failure.

Answer: B, D, E
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Explanation:
We need to ensure that we have the following Audit scenario covered :
# 1. - Auditing must be configured to ensure that the deletion of users objects
and OUs is logged
# 2. - All file and folder auditing must capture the reason for access
# 3. - All folder auditing must capture all delete actions for all existing folders
and newly created folders.
# 4. - Ensure that further administrative action is not required when new
folders are added to the file server.
To cover # 1. - We do Enable the Audit object access Group Policy setting for
Success.
The Audit object access Policy category includes the following subcategories:
Audit Application Generated
Audit Certification Services
Audit Detailed File Share
Audit File Share
Audit File System
Audit Filtering Platform Connection
Audit Filtering Platform Packet Drop
Audit Handle Manipulation
Audit Kernel Object
Audit Other Object Access Events
Audit Registry
Audit SAM
As you see below - enabling the Audit object access gives you all the above
including the File System audit.
Auditing Windows Server 2008 File and Folder Access
Enabling File and Folder Auditing
File and folder auditing is enabled and disabled using either Group Policy (for
auditing domains, sites and organizational units) or local security policy (for single
Servers).
To enable file and folder auditing for a single server, select Start -> All
Programs -> Administrative Tools
-> Local Security Policy.
In the Local Security Policy tool, expand the Local Policies branch of the tree
and select Audit Policy.
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Double click on the Audit Object Access item in the list to display the
corresponding properties page and choose whether successful,
failed, or both types of access to files or folders may be audited:
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Once the settings are configured click on Apply to commit the changes and
then OK to close the properties.
With file and folder auditing enabled the next task is to select which files and
folders are to be audited.
To cover # 2. - We do Enable the Audit Handle Manipulation Group Policy
setting for Success.
To configure, apply, and validate a reason for object access policy, you must:
Configure the file system audit policy. (done via Audit object access Group
Policy setting)
Enable auditing for a file or folder. (choose your files/folders)
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Enable the handle manipulation audit policy. ( We have Just Enabled it )
Ensure that Advanced Audit Policy Configuration settings are not
overwritten.
Update Group Policy settings.
Review and verify reason for access auditing data
To cover # 3 and # 4. - We do Enable the File system option of the Global Object
Access Auditing Group
Policy setting.

Global Object Access Auditing policy settings allow administrators to define
computer system access control lists (SACLSs) per object type for either the file
system or registry.

The specified SACL is then automatically applied to every object of that
type.

So that means that new file/folders will automatic be enrolled and no further
administrative action is required.

Security auditing allows you to track the effectiveness of your network defenses
and identify attempts to circumvent them. There are a number of auditing
enhancements in Windows Server 2008 R2 and Windows 7 that increase the level
of detail in security auditing logs and simplify the deployment and management of
auditing policies.

Auditing policy

Before you implement auditing policy, you must decide which event categories you
want to audit. The auditing settings that you choose for the event categories define
your auditing policy. On member servers and workstations that are joined to a
domain, auditing settings for the event categories are undefined by default. On
domain controllers, auditing is turned on by default. By defining auditing settings
for specific event categories, you can create an auditing policy that suits the security
needs of your organization.

Audit Object Access

This security setting determines whether to audit the event of a user accessing an
object--for example, a file, folder, registry key, printer, and so forth--that has its
own system access control list (SACL) specified.

If you define this policy setting, you can specify whether to audit successes, audit
failures, or not audit the event type at all. Success audits generate an audit entry
when a user successfully accesses an object that has an appropriate SACL specified.
Failure audits generate an audit entry when a user unsuccessfully attempts to access
an object that has a SACL specified.

To set this value to No auditing, in the Properties dialog box for this policy setting,
select the Define these policy settings check box and clear the Success and Failure
check boxes.

Note that you can set a SACL on a file system object using the Security tab in that
object's Properties dialog box.
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Audit Handle Manipulation Group Policy setting

This policy setting determines whether the operating system generates audit events
when a handle to an object is opened or closed. Only objects with configured
SACLs generate these events, and only if the attempted handle operation matches
the SACL. Event volume can be high, depending on how SACLs are configured.
When used together with the Audit File System or Audit Registry policy settings,
the Audit Handle Manipulation policy setting can provide an administrator with
useful "reason for access,” audit data detailing the precise permissions on which the
audit event is based. For example, if a file is configured as a read-only resource but
a user attempts to save changes to the file, the audit event will log not just the event
itself but the permissions that were used, or attempted to be used, to save the file
changes.

Global Object Access Auditing Group Policy setting.

Global Object Access Auditing. In Windows Server 2008 R2 and Windows 7,
administrators can define computer-wide system access control lists (SACLs) for
either the file system or registry. The specified SACL is then automatically applied
to every single object of that type. This can be useful both for verifying that all
critical files, folders, and registry settings on a computer are protected, and for
identifying when an issue with a system resource occurs.
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