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Backup log automatically when full 
This policy setting controls Event Log behavior when the log file reaches its 
maximum size and takes effect only if the Retain old events policy setting is 
enabled. If you enable this policy setting and the Retain old events policy setting is 
enabled, the Event Log file is automatically closed and renamed when it is full. A 
new file is then started. If you disable this policy setting and the Retain old events 
policy setting is enabled, new events are discarded and the old events are retained. 
When this policy setting is not configured and the Retain old events policy setting is 
enabled, new events are discarded and the old events are retained. 
Possible values: 

Enabled 

Disabled 


    Not Configured 
Normally you need RETAIN OLD EVENTS enabled also But this is already set in 
the default domain policy per the exhibit for the testlet 

QUESTION: 32 
You need to recommend a solution that meets the following requirements: 
- Log access to all shared folders on TT-FILE02.
- Minimize administrative effort.
- Ensure that further administrative action is not required when new shared folders
are added to TT-FILE02.
Which actions should you perform in sequence?
To answer, move the appropriate actions from the list of actions to the answer area
and arrange them in the correct order. (Use only actions that apply.)
tailspin1 (exhibit):
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tailspin2 (exhibit): 
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Build List and Reorder: 
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Answer:  

Explanation: 

QUESTION: 33 
You need to recommend a solution to meet the following requirements: 
- Meet the company auditing requirements.
- Ensure that further administrative action is not required when new folders are
added to the file server.
What should you recommend? (Choose all that apply.)
tailspin1 (exhibit):

94



 
 

 
tailspin2 (exhibit): 
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A. Enable the Audit File System Group Policy setting for Success.
B. Enable the Audit object access Group Policy setting for Success.
C. Enable the Audit File System Group Policy setting for Failure.
D. Enable the Audit Handle Manipulation Group Policy setting for Success.
E. Enable the File system option of the Global Object Access Auditing Group
Policy setting.
F. Enable the Audit Handle Manipulation Group Policy setting for Failure.

Answer: B, D, E 
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Explanation: 
We need to ensure that we have the following Audit scenario covered : 
         # 1. - Auditing must be configured to ensure that the deletion of users objects 
and OUs is logged 
         # 2. - All file and folder auditing must capture the reason for access 

# 3. - All folder auditing must capture all delete actions for all existing folders 
and newly created folders. 
         # 4. - Ensure that further administrative action is not required when new 
folders are added to the file server. 

To cover # 1. - We do Enable the Audit object access Group Policy setting for 
Success.
     The Audit object access Policy category includes the following subcategories: 

Audit Application Generated 
         Audit Certification Services

 Audit Detailed File Share 
Audit File Share 

Audit File System 
         Audit Filtering Platform Connection
         Audit Filtering Platform Packet Drop 

Audit Handle Manipulation 
Audit Kernel Object 
Audit Other Object Access Events 
Audit Registry 
Audit SAM 

As you see below - enabling the Audit object access gives you all the above 
including the  File System audit.
         Auditing Windows Server 2008 File and Folder Access 

Enabling File and Folder Auditing 
         File and folder auditing is enabled and disabled using either Group Policy (for 
auditing domains, sites and organizational units) or local security policy (for single 
servers).
         To enable file and folder auditing for a single server, select Start -> All 
Programs -> Administrative Tools 
-> Local Security Policy.
          In the Local Security Policy tool, expand the Local Policies branch of the tree 
and select Audit Policy. 
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Double click on the Audit Object Access item in the list to display the 
corresponding properties page and choose whether successful, 
         failed, or both types of access to files or folders may be audited:

         Once the settings are configured click on Apply to commit the changes and 
then OK to close the properties.
         With file and folder auditing enabled the next task is to select which files and 
folders are to be audited. 

To cover # 2. - We do Enable the Audit Handle Manipulation Group Policy 
setting for Success.
    To configure, apply, and validate a reason for object access policy, you must: 
            Configure the file system audit policy. (done via Audit object access Group 
Policy setting) 
            Enable auditing for a file or folder. (choose your files/folders) 
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            Enable the handle manipulation audit policy. ( We have Just Enabled it ) 
Ensure that Advanced Audit Policy Configuration settings are not 

overwritten.
            Update Group Policy settings. 
            Review and verify reason for access auditing data 

To cover # 3 and # 4. - We do Enable the File system option of the Global Object 
Access Auditing Group 
Policy setting. 
           Global Object Access Auditing policy settings allow administrators to define 
computer system access control lists (SACLs) per object type for either the file 
system or registry. 
           The specified SACL is then automatically applied to every object of that 
type. 
           So that means that new file/folders will automatic be enrolled and no further 
administrative action is required. 
Security auditing allows you to track the effectiveness of your network defenses 
and identify attempts to circumvent them. There are a number of auditing 
enhancements in Windows Server 2008 R2 and Windows 7 that increase the level 
of detail in security auditing logs and simplify the deployment and management of 
auditing policies. 
Auditing policy 
Before you implement auditing policy, you must decide which event categories you 
want to audit. The auditing settings that you choose for the event categories define 
your auditing policy. On member servers and workstations that are joined to a 
domain, auditing settings for the event categories are undefined by default. On 
domain controllers, auditing is turned on by default. By defining auditing settings 
for specific event categories, you can create an auditing policy that suits the security 
needs of your organization. 
Audit Object Access 
This security setting determines whether to audit the event of a user accessing an 
object--for example, a file, folder, registry key, printer, and so forth--that has its 
own system access control list (SACL) specified. 
If you define this policy setting, you can specify whether to audit successes, audit 
failures, or not audit the event type at all. Success audits generate an audit entry 
when a user successfully accesses an object that has an appropriate SACL specified. 
Failure audits generate an audit entry when a user unsuccessfully attempts to access 
an object that has a SACL specified. 
To set this value to No auditing, in the Properties dialog box for this policy setting, 
select the Define these policy settings check box and clear the Success and Failure 
check boxes. 
Note that you can set a SACL on a file system object using the Security tab in that 
object's Properties dialog box. 
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http://technet.microsoft.com/en-us/library/cc776774%28v=ws.10%29.aspx 
Audit Handle Manipulation Group Policy setting 
This policy setting determines whether the operating system generates audit events 
when a handle to an object is opened or closed. Only objects with configured 
SACLs generate these events, and only if the attempted handle operation matches 
the SACL. Event volume can be high, depending on how SACLs are configured. 
When used together with the Audit File System or Audit Registry policy settings, 
the Audit Handle Manipulation policy setting can provide an administrator with 
useful "reason for access," audit data detailing the precise permissions on which the 
audit event is based. For example, if a file is configured as a read-only resource but 
a user attempts to save changes to the file, the audit event will log not just the event 
itself but the permissions that were used, or attempted to be used, to save the file 
changes. 
Global Object Access Auditing Group Policy setting. 
Global Object Access Auditing. In Windows Server 2008 R2 and Windows 7, 
administrators can define computer-wide system access control lists (SACLs) for 
either the file system or registry. The specified SACL is then automatically applied 
to every single object of that type. This can be useful both for verifying that all 
critical files, folders, and registry settings on a computer are protected, and for 
identifying when an issue with a system resource occurs. 
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