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Refering to the rule shown on the MARS GUI screen, which two of the following
statements are correct” Choose two.)
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A. Thisrule will fire if the offset 1 condition occurs "OR" if the offset 2 condition occurs.

B. Thisrulewill fire if the offset 3 condition occurs.

C. The expressions between cells are "AND' while the expressions between items in the
same cell are"OR".

D. Thisis auser-defined rule.

E. Thisrule can be deleted after changing its statusto "inactive."

Answer: B, C

QUESTION: 42
Referring to the System Inspection Rule shown on the MARS GUI screen, which one of the
following statements is correct?
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A. Click on"Add" to activate the rule.

B. Click on"Activate" to activate therule.

C. Click on "Change Status' to activate therule.

D. Click on "Edit." Then you can apply and activate the rule.
E. Click on "Duplicate" to archive the rule to aremote NAS.

Answer: C
QUESTION: 43

Referring to the diagram shown on the MARS GUI screen, why is the Push function not
enabled (grayed out)?
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Enforcoment Device : HQ=-FW=-1[d], Alternate
Deafault gateway: 172.30,1.1

Enforcement Device Information

|Device [Type Manager Children |Log To |Callects From

HQ-Fw-1[a) AEL0 PLX 6.2 PN-MARS on demiod PH-MARS on demod

interface Information

i(m'r.-cnon 1P Address |interface Name DS Name MALC Address [NM_ tipdate Time
i 10,331 nside Nane / not found N/A NIA
192.168.1.1 CIMZ-slot:1 Nene / not found MR /A

Recommended Policies /Commands

* lacceas-list inside-acl
deny tcp hoat 10.1.1.10 host 192,168.1.10 eq 21

Or

™ access-list inatde-acl
deny teop host 10.1.1.10 any

Or

" |shan 10,1.1.10 192.168.1.10 4002 21 tcp

A. Because the HQ-FW-1 device is the alternate choke point for mitigating this attack.
B. Because MARS cannot push commands to Layer 3 devices.

C. Because the Incident has not been confirmed by the administrator.

D. Because the Incident is a false positive.

E. Because MARS is operating at level 2 and not at level 3.

F. Because the selected mitigation command is not supported on the HQ-FW-1 device.

Answer: B
QUESTION: 44

Which three of the following reporting devices can be added to the MARS appliance using
the "Add SW security apps on new host?' (Choosethree.)
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Device Type!| Cisco ASA 7.0 v

-==HW hased security devices=--
Cisco ASA 7.0
Cisco IDS 3.1
—+ *DeviceTiso0 105 4.0

Name: |[Cisco 108 12.2
Cisco |PS 5.x
+ Cisco PIX 6.0
i accesa(:if.:'l'l PIX &1
Cisco PIX 6.2
— ’Repomclfcﬂ PIX &3
IP: Cisco PIX 7.0

Cisoo Switch-Cat0Os ANY
- Clsco Switch-108 12.2
= A’“?“ Cisco VPN Concentrator 4 .%
Eypes ClassAp 1.2 2.2
Extreme ExfremeWare 6.x
LoginiGeneric Router version unknawn
NetScreen Screen0S 4.0
NetScreecn SoreenOsS 5.0

File [ I

Name:

SNMP RO | |
Community:

- Manitor NO &
Resaurce ——

A. Cisco ACS

B. Netflow

C. SNORT

D. FWSM

E. Generic web server.

Answer: A,C, E
QUESTION: 45

After manually adding the BR-FW-1 device shown in the MARS GUI screen, what
additional steps do you need to perform?
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| System Setup ” System Maintenance ” User Management " System Parameters ” Custom Setup

@ ADMIN | CS-MARS Standalone: demo3 v4.1 Login: Administrator (pnadmin) ::
Naote
Enter the report P iP addre ere & 3 m en at th &m cesses the ayents.
gnotesan ed
e Type: Cisco PIX

= *Device Name:

= “Access IP:

= *Reporting IP:

=+ “Access Type:

Login:
Password:

Enable Password:

Config Path: demaTor
File Name: [BR-FW-1.conbg B
SNMP RO Community: rierd ]

A. Click "Activate' to enable the device.
B. Click "Submit" to enable the device.

C. Click "Submit" to test access to the device. When access is successful, click "Activate" to
activate the device.

D. Click "Activate" to activate the device, then click "Submit" to save the device
configuration.

E. Click "Discover' to initiate manual discovery. When discovery is completed, click
"Submit," then "Activate."
Answer: E

QUESTION: 46

Referring to the incident Vector Graph shown on the MARS GUI screen, which three of the
following statements are correct? (Choose three.)
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Aug 17, 2005 5:18:51 PM COT |
Standalone:! demo3 v3 4 Login: sales, usa {usasales) ::

| Previous H |

Session ID:

§5:247161812
0.40.1,23/2500 w0401 =~
92.168.1.10/80 E-1938
WWW 115 .ida Indexing F
Service Overflow HO- weby)

A. The port being attacked is port 80.

B. Thisincident has two associated Event Types.

C. You can mitigate this attack by clicking on the device being attacked.

D. The device being attacked is the Tivoli Server.

E. Click the Previous button to view any other Sessions related to this incident.

Answer: A, B, E

QUESTION: 47

Referring to the Rule shown on the MARS GUI screen, what is used to determine that three
is a sudden traffic increase to a particular port, and which type of attack is this Rule useful
for detecting? (Choose two.)

Rule Name: System Rule: Sudden Traffic Increase To Port

Action: Nane

Description: This rule detects scans statistically significant increase in traffic to a particular part,
|offset[0pen ( [Source IP|Destination 1P Service Name  |Event Device
i 5 ALY AR ANY Sudden increase of traffic ta a port ARY

A. Ral-time queries

B. CSA logs

C. Netflow data

D. Smp polling

E. Dy-zero attacks

F. Acess attacks

G. Reconnaissance attacks
H. Denial of service attacks.

Answer: C, E
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QUESTION: 48
To configure the MARS appliance to send out an alert when the system rule fires, what
should you do from the MARS GUI screen shown?

v Rule Name: System Rule: Network Sctivity: Windows Popup Spam
Action: Mone
Description: This caorrzlation detects excessive traffic (likely pop up spam) from the same source to the Windows Me
|Uffset Open { |Source IP [Destination IP|Service Name Event
1 $TARGETOL, ANY MSMessenaerService_UDP (src port: ANY, ANY
ANY dst port: 2026-1029, proto; UDP)
| Edit | | Change Status ]

A. Click on"Active" inthe "Status' field, select the appropriate alerts, then apply.

B. Click on "None" in the "Action" field, select the appropriate alerts, then apply.

C. Click "Edit" to edit the "Operation” field of the rule, select the appropriate alert option(s),
then apply.

D. Click "Edit" to edit the "Event" field of the rule, select the appropriate alert option(s),
then apply.

E. Click "Edit" to edit the "Reported User" field of the rule, select the appropriate alert
option(s), then apply.

Answer: B
QUESTION: 49

Referring to the incident shown on the MARS GUI screen, which two of the following
statements are correct? (Choose two.)

Rule Name: Nimda Rule
Artinn: None
Description: Ruls to capturs Nimda rirus
Qﬂset;ﬂpen ¢ |Suurce iPIDes!inatiun |8 Service Mame Event Device Repc
1 AN AN ANY Penetrate/Nimdaworm ANY Nore
Incident 1D: 227269460l RPE
|Offset|Session / Incident [Event Type Source IP/Port Cestination IP/Port|Protocel [Time
| 1D
$:236785492, 11S DOT DOT EXECUTE[3]/%, 10,152 (4] ziio [4) 10.10.1.245 [4] 80 [d) Tcp [a] Aug g, 2005
112272694595, 11 Dot Dot Crash[a)X,
112272694608 WAWW WInNT cmd.exe Exsclil/?
115 CGI Double Decode[d], [F Groups: 4

WWW IS Unizcode Direckory Total: &
traversal[d),

11S DOT BOT EXECUTE[F],

IS Dot Dot Crash(d), :

WWW WIinNT cmd.exe Execlq]

A. Thisis alow-severity incident.
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B. Thisis afalse positive incident.

C. There are multiple events that correlate to the 236785492 session.

D. The 236785492 session is related to both the 227269459 and the 227269460 I ncidents.
E. The Nimda rule triggered both the 227269459 and the 227269460 Incidents.

Answer: C, D
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